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– formal definition

“The internet of things, or IoT, is a system of interrelated computing 
devices, mechanical and digital machines, objects, animals or people 

that are provided with unique identifiers (UIDs) and the ability to transfer 
data over a network without requiring human-to-human or human-to-

computer interaction” 
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Microcontroller
Small computer on a single IC
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Microprocessor
Has only a CPU inside one or few IC.
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The cost of connectivity
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WiFi

• Fast data transfer


• Handle high quantities of data
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Bluetooth

• short-range communication technology


• Reduced power consumption


• Transfer small chunks of data


• Is not really designed for file transfer
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6LoWPAN

• Network protocol that defines 
encapsulation and header 
compression mechanisms


• For home or building automation


• Can be used across multiple 
communications platforms, including 
Ethernet, Wi-Fi, 802.15.4 and sub-1 
GHz ISM.
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Z-Wave
• low-power Radio Frequency


• Designed for home automation


• Data rates up to 100kbits/s


• Operates in the sub-1GGz band


• Is impervious to interference from Wi-Fi, 
Bluetooth or ZigBee.


• enabling control of up to 232 devices.
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Thread

• Home automation environment


• Based on 6LoWPAN


• Designed as a complement to WiFi
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Zigbee

• Based on the IEEE802.15.4 protocol.


• Requires relatively infrequent data 
exchanges at low data-rates.


• Restricted area and within a 100m 
range.


• Significant advantages (low-power 
operation, high security, robustness, 
high scalability)
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Cellular

• Operation over longer distances.


• High quantities of data.


• High expense and power 
consumption.


• Consumes around 5,000 
microwats.
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Near Field Communication

• Enables simple and safe two-way 
interactions.


• Perform contactless payment 
transactions, access digital content 
and connect electronic devices.


• Distances less than 4cm.
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Sigfox

• Wide-range technology, uses ISM bands.


• Uses Ultra Narrow Band (UNB)


• low data-transfer speeds (10-1,000 bits/s)


• Consumes only 50 microwatts



@itrjwyss

Neul

• Operates in the sub-1GHz band.


• Leverages TV White Space specturm 
for access the UHF spectrum.


• Is called Weightless 


• Data rates (few bits/s up to 100 kbps)


• low consumption (2xAA batteries for 
10 to 15 years)
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LoRaWAN

• Designed to provide low-power WANs


• Support low-cost mobile


• Secure bi-directional communications


• Support large networks with millions 
of devices


• Data rates from 0.3 kbps to 50 kbps
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IoT Hub
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IoT Gateway
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Transport Information Protocol
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Principles and Assumptions

• Simplicity, simplicity, simplicity!


• Publish/subscribe messaging.


• Zero administration (or as close as possible).


• Minimize the on-the-wire footprint.


• Data agnostic.
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Principles and Assumptions

• Expect and cater for frequent network disruption


• Continuous session awareness


• Expect that client applications may have very limited processing 
resources available.


• Provide traditional messaging qualities of service where the environment 
allows. Provide "quality of service"
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What About Security?
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Serverless as Backend



Spoiler alert: Santa Claus and the Easter Bunny also do not exist

Storj Labs courtesy



“Serverless architectures refer to applications that significantly depend on 
third-party services (knows as Backend as a Services - BaaS) or on custom 
code that’s run in ephemeral containers (Function as a Service - FaaS)”  

 
MartinFowler.com



Backend as a Service

• Applications that significantly or fully depend on 3er party applications / 
services (“in the cloud”) to manage server-side logic and state.


• Cloud accessible databases (Parse, Firebase)


• Authentication Services (Oracle Identity Cloud Service, Auth0, Amazon 
Cognito)



Functions as a Service

• Run in stateless compute containers that are event-triggered


• Ephemeral


• Fully managed by a 3rd party


• AWS Lambda, Google Cloud Functions, Firebase Functions, Azure 
Functions, FNProject
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Serverless

• Functions as the unit of scale


• Run in ephemeral containers


• We can focus just on developing





Serverless

No server 
management High availability Flexible Scaling Pay as you go
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Function as a Service

• Serverlees computing vs Serverless Architecture


• Deploy an individual “function”, action, or piece of business 
logic.


• Event-driven processing part of the serverless architecture.



FaaS Facts

• Are stateless (Provide pure functional transformations of 
their input.)


• FaaS functions are typically limited in how long each 
invocation is allowed to run.


• Programming languages to use.


• “Availability” and “Scalability” 



FaaS in the Cloud

• Serverlees is a cloud solution.


• Deploy an individual “function”, action, or piece of business 
logicRun code without provisioning or managing servers.


• Zero administration. Just upload the code, and we will run 
and “Scale”.



Serverless is a 
Software Architecture
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Cloud Solutions
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https://github.com/itrjwyss/BeyondTheThings/
https://www.facebook.com/itrjwyss
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