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> Avancos tecnologicos da plataforma Azure 0T
> Azure Sphere
> Azure lot Edge

> Modelos de |A em microcontroladores
> Embedded Learning Library (ELL)
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> Esta apresentagdo € um resumo das apresentagoes
realizadas por:

> Olivier Bloch

> Principal Program Manager at Microsoft in the Azure 10T team

> The Things Conference: LoRaWAN and the Intelligent Cloud Powerful solutions
with Azure 10T - https://youtu.be/SivnhPggbWsc

> Ed Nightingale
> Partner Product Architect (Azure Sphere)
> Introducing Azure Sphere - https://youtu.be/wJgCzaiRz9w

> Juliano Viana

> CTO da Kunumi

> Redes Neurais Dinamicas usando PyTorch -
https://youtu.be/3fqWMhu32mM
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https://youtu.be/wJgCzaiRz9w
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Microsoft investe $5B em loT

B Microsoft | Microsoft Internet of Things About

Microsoft will invest $5 billion in loT. Here's
why.

Apr4,2018 | Julia White, CVP Microsoft Azure

Related Stories

May 7,2018 | Sam George

Unlocking the loT promise—from
the intelligent cloud to the
intelligent edge >

Sep 24,2018 | Sam George

Microsoft Ignite 2018: Build and
secure next-generation loT and
edge solutions at scale >

Jun5, 2018 | Bert Van Hoof

Smart buildings, built on Azure
loT >
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https://blogs.microsoft.com/iot/2018/04/04/microsoft-will-invest-5-billion-in-iot-heres-why/
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=. Microsoft | Official Microsoft Blog Microsoft On the Issues  The Al Blog  Transform All Microsoft v O A=,

Related Stories

One Year In: How our $5B investment in loT
and intelligent edge is accelerating
customer, partner and solution innovation

Apr4,2019 | Julia White - Corporate Vice President, Microsoft Azure

f o lin] |

One year ago, we announced our commitment to invest $5B in loT (Internet of Things) and
intelligent edge - technology that is accelerating ubiquitous computing and bringing
unparalleled opportunity for transformation across industries. Our commitment is to a build
trusted, easy to use platform for our customers and partners to build solutions — no matter
where they are starting in their loT journey.

Qur customers are embracing loT as a core strategy to drive better business outcomes,
improve safety and address social issues — from predicting and preventing equipment failures,
optimizing smart buildings for space utilization and energy management and improving
patient outcomes and worker safety. From the intelligent cloud to the intelligent edge, this
year has been one of tremendous growth - in 10T technology portfolio, partner ecosystem and
customer momentum — and we are only just beginning.

Accelerating customer innovation in loT from cloud to edge across industries

What's truly exciting is seeing our customers achieve real business outcomes with Azure loT
and intelligent edge-based solutions. Qur loT platform is powering customer solutions with

Mar 28,2019 | Caglayan Arkan

Manufacturing a better future:
Microsoft announces intelligent
industry innovations >

Apr 18,2018 | Sam George

Partners make industrial loT
factories more capable than ever
at Hannover Messe 2018 >

Jul 23,2018 | Kevin Scott

The next wave of computing is
the intelligent edge and
intelligent cloud >

-

https://blogs.microsoft.com/blog/2019/04/04/one-year-in-how-our-5b-investment-in-iot-and-intelligent-edge-is-accelerating-customer-partner-and-solution-innovation/
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> Azure Sphere

> Mais de 100 novos servicos e funcionalidades na plataforma Azure IoT
> Azure loT Central

Windows 10 IoT Core Services

Azure Security Center

Azure Digital Twins

Azure Maps

Azure Spatial Anchors

Azure Remote Rendering

Azure 10T Edge - Azure Cognitive Services

Windows Server loT 2019

Azure 10T Edge VM on Azure Marketplace

Azure loT Hub Device Streams

Embedded Learning Library (ELL)

Device Simulation Azure loT

Time Series Insights

RBAC (Role Based Access Control) Azure loT
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> Segunda transformacao digital
> Primeira onda 1970

> Primeiros Microcontroladores MCU

> Segunda onda 2010 — 2020

> Conectividade pela Internet dos MCU

> Consequéncias

> Mudanca drastica nas experiéncias de uso
dos dispositivos.

> Maior preocupacdo com a seguranca.

Microsoft Surface Hub 2
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Nenhuma empresa lancaria um produto
com problemas de seguranca
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» HACKADAY

HOME BLOG HACKADAY.IO TINDIE HACKADAY PRIZE SUBMIT ABOUT March 23, 2019

DON’T TOSS THAT BULB, IT

KNOWS YOUR PASSWORD

by: Tom Nardi ® 68 Comments BEGINS
fy January 29, 2019 03 06 19

ENTER NOW

FIND PARTS FASTER

https://limitedresults.com/2019/01/pwn-the-lifx-mini-white/




Config fuses:

XPD_SDIO_FORCE Ignore MTDI pin (GPI012) for VDD_SDIO on reset
XPD_SDIO_REG If XPD_SDIO_FORCE, enable VDD_SDIO reg on reset
XPD_SDIO_TIEH If XPD_SDIO_FORCE & XPD_SDIO_REG, 1=3.3V @=1.8V
SPI_PAD_CONFIG_CLK Override SD_CLK pad (GPI06/SPICLK)
SPI_PAD_CONFIG_Q Override SD_DATA_@ pad (GPIO7/SPIQ)
SPI_PAD_CONFIG_D Override SD_DATA_1 pad (GPIO8/SPID)
SPI_PAD_CONFIG_HD Override SD_DATA_2 pad (GPI09/SPIHD)
SPI_PAD_CONFIG_CS@ Override SD_CMD pad (GPIO11/SPICS@)
DISABLE_SDIO_HOST Disable SDIO host

Xx15CO@E7440:~/esp/LIFX$ espefuse.py —port /dev/ttyUSB@ summary
espefuse.py v2.4.0-dev TH E
DEVELOPER'S
FLASH_CRYPT_CNT Flash encryption mode counter (0x8)
FLASH_CRYPT_CONFIG Flash encryption config (key tweak bits) (exe)
(o) CONFERENCE
ABS_DONE_@ secure boot enabled for bootloader (ex@)
ABS_DONE_1 secure boot abstract 1 locked
(oxe)
DISABLE_DL_ENCRYPT Disable flash encryption in UART bootloader (@x8) H
DISABLE_DL_DECRYPT Disable flash decryption in UART bootloader (exe) eSptOOI'py 'p /dEV/ttyUSBO 'b 460800 read_ﬂaSh 0 OXZOOOOO ﬂaSh'bm
BLK1 Flash encryption key 001f0020 aa 2a aa aa aa aa aa aa-aa aa aa aa 2a 2a aa aa-aa 2a 2a 2a aa aa aa aa-aa aa fa ff ff ff £f Ff . .
=90 @0 20 20 €0 00 90 00 00 00 00 90 00 00 OO 00 00 00 00 00 00 00 00 OO 00 00 PO OO 00 00 00 00 R/W 06170040 62 41 21 Ff da fb 6a 15-72 77 5 64 61 74 61 00-60 60 00 60 00 00 80 00-fc 63 Ff Ff 15 3a a4 44 .Al...j.rw_data.. e3.D
37 39 63 37 00 00 00 GO-A0 A0 60 G0 A0 A0 GO AG-A0 A0 GO A0 00 00 00 06-00 G0 00 00 00 60 00 00 79T
= 00 @0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO 00 €0 00 00 ©0 00 €0 00 00 00 00 00 €0 00 B0 R/W 00 00 60 60 00 ff Ff £f-01 80 14 00 60 00 60 6-00 60 0O 6@ 08 GO OB GO-00 0 GO 88 01 6B G0 00 ...
- 001T00e® 6O 00 60 00 00 33 32 33-32 33 36 33 38 33 34 33-33 33 31 33 39 33 36 33-38 33 38 33 32 33 34 33 3232353834333139353838323;5
- aa aa aa BB aa aa aa aa al aa aa aa aa BB aa aa aa aa aa aa aa aa aa aa aa dl bc 30 ds ?3 da ff RN ©01fe100 31 33 37 33 35 33 34 33-38 33 32 33 34 00 00 00-00 60 G0 60 60 00 G0 06-00 60 00 GO0 60 00 60 00
Efuse fuses: 0010140 GO GO A0 GO A0 GO GO AO-GO A0 GO 6O A0 GO A0 AE-GO A0 GO A0 00 0O GO 0O-00 00 00 GO 00 00 00 00 .
m DIS Efuse N'rite disable msk ©01fe160 00 60 60 60 060 00 fd ff-00 00 04 00 01 ff ff ff-e8 13 a4 00 4b 61 62 65-6c 42 6F 78 2d 30 35 37 .
(Bxﬁ) 001fe1a® 33 33 31 33 39 33 36 33-38 33 38 33 32 33 34 33-31 33 37 33 35 33 34 33-38 33 32 33 34 00 00 00 34383234, ..
chNG SCHEME Efuse va r-iab'Le b'Lock 'Length SCheITIe (BX]) 001felcO 00 60 60 6O 00 60 6O AO-60 OO 60 6O A0 60 OO 6B-0G 0 60 OO 60 0O G0 0O-00 B0 B0 B0 00 BO 68 00
KEY_STATUS Usage of efuse block 3 (reserved)
(ex1) x1sco@E7448:~/esp/LIFX/certs$ openssl rsa —in privkey.key —check
(0x@) RSA key ok
:g;g; BEGIN RSA PRIVATE KEY:
MIICXQIBAAKBgQChDW-+ZctP1bAcBEWBW3d+bMwgDe/U1BtCRk+DIVFrdvXkFjlej

Connecting.....
CONSOLE_DEBUG_DISABLE Disable ROM BASIC interpreter fallback
(oxe)
JTAG_DISABLE Disable JTAG
DISABLE_DL_CACHE Disable flash cache in UART bootloader (exe)
001fo0B0 fe ff ff ff b 00 00 BO-Ff Ff Ff Ff Ff Ff ff Ff-ff Ff Ff ff Ff £ £f TF-ff ¥f Ff ff 54 83 ce 56 .
i vie
BLK2 Secure boot ke 001f0060 02 83 44 60 61 64 36 63-35 35 30 62 34 34 36 34-38 30 38 30 62 63 65 38-32 35 65 30 34 39 33 63 ..D.ad6c556b44648080bced25e0493C
BLK3 Variable Block 3 00 80 a4 00 4b 61 62 65-6c 42 6f 78 2d 30 35 37-30 60 00 GO 0O 00 0O 00-00 00 00 00 00 00 00 00 ....KabelBox-0578
001f6120 00 60 60 00 60 00 00 ©6-60 60 60 00 00 00 60 60-00 00 00 © 0 00 60 GO-00 08 06 00 60 60 0O 08
(0x0) 001f0180 30 60 60 60 60 00 00 ©8-60 6O 60 60 00 00 60 60-00 60 00 00 0 33 32 33-32 33 36 33 38 33 34 33 © ..32323638343
RD_DIS Efuse read disablemask
(ex@) f d . k d
(ex1)
(oxe) writing RSA key
(ex@)

(ox@) yrzkW@THN/s4NFLrnEZD9jMimU3/6uGFeqM5vU-+89q302dwW12IRDIMZhBOyqLK1
(0x0) GyKZC1ylrw7vnOeyUNP3NTkEC4I cve3eX80D411V3uybVUql IHSPXNL/IQIDAQAB
AoGBAJBnxPgStI5bVE16UPInQfulodG3psniByhER/ARFLT+EGMpK/vedXECE1K
Identity fuses: EFSJuMwn4nR1EDGHEMIYXwfmmy f6C RrEt@hLdal6sXazo65DkkiWiZiBCAGKYTk2
M soraeiati3er6ci20 (CRE co Ok R/M dPNK1RhRSAKmDBIGPGTKIgKeY1N3gVRT t/UYRanDGP2c fXBAKEAZOBGWHEUtP10
CHIP VER REV1 Silicon Revision 1 (ex1) gJ/nICUKSTP3gKWF@ew3cdsc2yilVKjBelBTq4JkuF/Ayogh311FdwMgt+TpySsh
CHIP:VEREIDN Reserved for future chip versions (Bx0) 9aK131gs0QJBAMbvS TNKYNIUSQR2XRYoUTTMZB817781g0wclUzxQgbLht LhnH7mW
CHIP_PACKAGE Chip package identifier (ex0) 2mz/NE0JZi+ZfGZ0ithSdL7AKGPoADCMU ikCQEZEHZD7BcBsutdF42NptR5u4Edb
calibration fuses iDTYj TTOFz@qS78L/%xZi01u3sb@FYrDj JtBHDCTmemVI0j tUZ3fVvA3PgikC0QCc
: . . . rmDfJons8jtJ82vE88xogbleicwel4I7dxj 1kdt+BTTasEbSx9ndoed(STI6koMlu
s s e L g Mg e e s SRR XCbnA+KBT LVBg ruL gXspAKkA5 L1RXZQF5K3wgUoQy6wAGUUNN+Vq8 1R /8h5XDmj Y
rWjmd189t1Pe9] thpydqYBhF2mGmh cZeBWe+kJFtNpIV
Flash voltage (VDD_SDIO) set to 1.8V by efuse. ———4END RSA PRIVATE KEY:

https://github.com/espressif/esptool/wiki/espefuse
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https://github.com/espressif/esptool/wiki/espefuse

The Seven Properties of Highly Secure Devices: the new

standard for securing MCU powered IoT experiences

https://www.microsoft.com/en-us/research/wp-

content/uploads/2017/03/SevenPropertiesofHighlySecureDevices.pdf

Hardware
% Root of Trust

Seu dispositivo é Identificavel
D e a integridade do software
é confirmada por hardware?

Dynamic
Compartments

As protecdes de seguranca
D do seu dispositivo podem
melhorar ap6s a implantacao?

D
N

E:J Suporte do Hardware

Defense
% In Depth

Seu dispositivo se mantém
D Seguro se um mecanismo

de seguranca for destruido?

Certificate-Based
Authentication

Seu dispositivo utiliza
certificados digitais ao
invés de senhas para
autenticacéo?

Suporte do Sistema Operacional

Failure
Reporting

[

Seu dispositivo reporta
falhas e anomalias?

THE
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Small Trusted
Computing Base

O seu dispositivo esta protegido de

erros em outros cédigos fonte?

Renewable
Security

Seu dispositivo atualiza
o software de forma
automatica?

QO

Suporte do Servigo de Nuvem


https://www.microsoft.com/en-us/research/wp-content/uploads/2017/03/SevenPropertiesofHighlySecureDevices.pdf
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do suporte do hardware

@% Hardware

Root of Trust
Chave criptografica que ndo pode ser
excluida e protegida pelo hardware.
Dispositivos contadores fisicos

iImpedem ataques do tipo side-
channel.

A identidade do dispositivo e o
software seguro dentro do hardware

CONFERENCE

Hardware protege a ldentidade do
Dispositivo

Hardware protege a Inicializagao
com Seguranca

Hardware atesta a Integridade do
Sistema
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@ Dynamic Hardware cria Barreiras de
A) Compartments Seguranca

Hardware firewall ou unidades de

Barreiras internas limitam o alcance , .
memaoria gerenciadas

de qualquer falha

Software cria Compartimentos

Isolamento de processos
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suporte do hardware e do software

Small Trusted
Computing Base

Chave criptografica sdo armazenadas
em uma carteira protegida pelo
hardware, inacessivel pelo software.

CONFERENCE

Hardware protege as chaves
criptogréaficas de acesso

A arquitetura de software e
concebida no formato de
camadas impedindo 0 acesso
direto.
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suporte do hardware, do software e da CONFERENCE

nuvem
Renewable

@ Security Nuvem prové as atualizagoes

A seguranca do dispositivo é
renovada para superar as ameacas

em evolugao e as violagdes de Software aplica as atualizagées
seguranca.

Hardware previne rollback attacks
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Secured by our Cloud

Service

Azure Sphere Security Service
protege cada dispositivo e 0s
clientes, detecta falhas de seguranca
e responde de forma proativa.

Cloud Security

Secured MCUs

Uma nova categoria de
MCU’s chamado Azure
Sphere, produzidos por
empresas parceiras, com
tecnologia de seguranca da
Microsoft, que fornece

Azure Sphere

Secured Operating System

Sistema operacional seguro
Azure Sphere OS que combina
as melhores praticas da
conectividade, alto Microsoft e da comunidade Open
desempenho e Secured MCU Secured OS Source, criando uma plataforma
caracteristicas de seguranca confidvel para uma nova

no hardware. experiéncia em loT.
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Microsoft Pluton Security Subsistem —

Root of Trust Microsoft Network

Connection

security Py .
subsystem WiFiin first chip

Pluton

ARM Cortex-A prové isolamento de

processos através do gerenciamento de Microsoft I/0

unidades de memoéria. Azure Sphere OS Firewalls
cria containers para as aplicagdes que ARM ARM
utilizam espacos de meméria reservados. Cortex-A Cortex-M(s)

optimizedfor forreal time
low power processing

2x ARM Cortex-M é o MCU, gue executa
0 processamento em real time. Multiplexed 1/0

888 E

GPIO PWM UART




Wi-FiRF

LT'_.
dual-band Cure
Wi-Fi RF 4kb
dual channel
flash controller
Wi-Fi baseband ILM/DLM
s
WIFIMAGC NS core Mailboxes
—
ry
o ]
Wi-Fi subsystem Pluton engine
ARM Cortex e-fuse
x2 M4F core 4kb
! Pluton security subsystem
up to x72 Dedicated
GPIO/UART
GPIO
3 L1 cache
X126 OMA 1:64kB / D:32kB o (]
PWM/counter | | L2 cache Trust Zore
256kB DMA
— x5 SRAM
64kB
UART/SPI/I2C sf,:‘: DMA
X2 TCM / cache
192kB l ARM Cortex-A7 core with NEON/FPU
128
x8 ARM Cortex- Application processor subsystem
M4F core
ADC B
o e-fuse
Cortex-M4F akb L
I/O peripherals I/O subsystems ‘J_I
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ARM Cortex A7 NEON FPU

>

>
>
>

64kB L1 instruction cache
32kB L1 data cache
256kB L2 cache,

4MB system memory for the Azure Sphere operating
system and user applications

2xX ARM Cortex M4 cores

>
>
>

192kB TCM (Tightly-Coupled Memory)
64kB SRAM
FPU Floating Point Unit

Pluton Security Subsystem

>
>
>

Wi-Fi

>
>
>

ARM Cortex-M4F security processor
128kB secured TCM
64kB secured mask ROM bootloader

Processador dedicado N9 32-bit RISC core
IEEE 802.11 a/b/g/n
Bandas de 2.4GHz e 5GHz

| -
https://d8602zu8uqgzlg.cloudfront.net/mediatek-craft/documents/mt3620/MediaTek-MT3620-Product-Brief-Nov2018.pdf



https://d86o2zu8ugzlg.cloudfront.net/mediatek-craft/documents/mt3620/MediaTek-MT3620-Product-Brief-Nov2018.pdf
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Cada dispositivo possui um identificador Silicon Factory Azgr$ s.p::re
Unico; ervic

O ID é gerado no processo de fabricacédo do
MCU;

Microsoft possui 0 controle de todos os IDs
dos dispositivos produzidos.

https://azure.microsoft.com/mediahandler/files/resourcefiles/azure-sphere-device-authentication-and-attestation-
service/Device_Authentication_and_Attestation_Service.pdf?v=cha244cabbale2c8d7ceb8f3389d4c7eb8a97dleacae2cdc

el7d73dc686a476b




Comprovacao remota

* Ocorre durante o processo de autenticacao

* Azure Sphere assina digitalmente um conjunto
de informacdes para provar que o dispositivo é
original;

» Dados sao enviados para o Device
Authentication and Attestation no Azure;

* Retorna um certificado de curta duracéo
atestando que € um dispositivo original.

THE
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and Attestation

B G
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https://docs.microsoft.com/pt-br/azure-sphere/hardware/mt3620-product-status CO NFE R EN C E

Suportado

76 GPIO mapeados apenas para o ARM Cortex-A7

Serial UART 1.200 a 2.000.000 bauds + 32 bytes de buffer

SPI 40 MHz — 2 dispositivos subordinados

12C 100kHz a 1 MHz

Subsistema Wi-Fi

5MB RAM — 4MB flash para o ARM Cortex-A7 (pode ser solicitado com 16MB flash SPI)

N&o suportado (por enquanto)

PWM e contadores de pulso
12S (Inter-1C Sound)

ADC - 8 pinos

2X ARM Cortex-M4F
Controle de energia
Deteccédo de Brownout


https://docs.microsoft.com/pt-br/azure-sphere/hardware/mt3620-product-status

Azure Sphere MT3620 Dev Kit
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() Azure Sphere MT3620 Develop!

< c o

1 Apps

seeed

The loT Hardware Enabler

()

& https://www.seeedstudio.com/Azure-Sphere-MT3620-Development-Kit-EU-Version-p-3134.html

@ www.unipi.technolo...

X
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% Gerenciador de fav.. @ ProgramadoJ6»B.. [J National ICT Austra... Mixim TUTORIAL [ PageTemplates — mi...

March Sales: 20% off for over 200 Raspberry Pi and Arduino Products for the whole month. Apply code [SEEED20] .

Shop Fusion PCB/PCBA Community What are you looking for?

w D ®Y

Q

O X

moBE @ :

» Outros favoritos

Seeed Global v usD

w

Signin

Home / Development Platform / Others / Azure Sphere MT3620 Development Kit_EU Version

Azure Sphere MT3620
Development Kit_EU

Version

SKU 102991099

$84.90

Qty Discount available ~

$82.90 /10pcs+
$81.90 /20pcs+

In Stock
170+ Available

[ | accept the restriction

$80.90 /50pcs+
[ 3

ntact Support |




Extention Header Pinmap
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- ADC, 12C, 125, PWM and SPI peripheral interfaces (GPIO and UART are supported)
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- RTC with clock selection and battery backup
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— (] X

() MT3620 Mini Dev Board - Seeec X =

& C (0 & https//www.seeedstudio.com/MT3620-Mini-Dev-Board-p-2919.html * P WY [in v - | ‘

#: Apps & www.unipitechnolo.. J Gerenciadordefav.. @ ProgramadoJ6»B.. [3 National ICT Austra.. (B Mixim TUTORIAL (B PageTemplates — mi.. » Qutros favoritos

March Sales: 20% off for over 200 Raspberry Pi and Arduino Products for the whole month. Apply code [SEEED20] . -
Seeed Global v usD
\( )} Seeed Shop Fusion PCB/PCBA Community What are you looking for? Q Signin @
The loT Hardware Enabler

Home / Development Platform / Single Board Computer / Azure Sphere / MT3620 Mini Dev Board

MT3620 Mini Dev Board

SKU 102110267

In Stock
$34.90 sor Al

Estimated avaiability Date: May 13, 2019

Qty Discount available ~

$34.50 /10pcs+ $33.90 /50pcs+

$34.10 /20pcs+

@ GOT QUESTIONS? ASK
— 1§: Contact Support |8
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. a X
() MT3620 Module(Al-Link WF-M&. X =
C O ( @ httpsy//www.seeedstudio.com/MT3620-Module-Al-Link-WF-M620-RSC1-p-2920.html * D WYy ﬂ}l ceBEBQ O :
i Apps £ wwwunipitechnolo.. Y Gerenciadorde fav.. @ ProgramadoJ6»B.. [J National ICT Austra.. (B Mixim TUTORIAL (B PageTemplates — mi... » Outros favoritos
UsD m
\( )) ms'gme_.gg Shop Fusion PCB/PCBA Community What are you looking for? Q Signin E
Home / Development Platform / Single Board Computer / Azure Sphere ; MT3620 Module(Al-Link WF-M620-RSC1)
0 MT3620 Module(Al-Link WF-M620-
RSC1)
SKU 317060362
]
Pre Order
- 1 i CN Warehouse v
Estimated availability Date: May 13, 2019
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> O Azure loT Edge move analises de nuvem e l6gica de
negocios personalizada para dispositivos, de modo que sua

organizagao pode se concentrar em ideias de negocios em vez
de gerenciamento de dados.

Dispositivo do Azure loT Edge

_ Maodulo ) Modulo ) Médulo_

® S

Telemetria \r
Insi'ght ) Addo )
° 1t 1t o—@
B } Insights

» o
,\ Tempo de execucao Insigr k L ®
) do Azure loT Edge ¢ integridade

do mdédulo
DOCKER

e

loT Hub




In_stall Azure loT Edge runtime on T oPER'S
Linux (ARM32v'7/armhf) CONFERENCE

https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge-linux-arm

. Orquestrador loT Edge PIOEEEE CUE FOUEIEE Conexdo com
MobyProject  igs i Daemon integra com o dispositivo Brok
e containers loT Edge no loT Hub o Broker
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N\

» Desenvolvimento do médulo do 10T Edge

J

Codificagéo

\
» Compilacéo

» Geracdo da imagem do container Docker
J

yourEdgeDevice

Module »

* Imagem copiada para um Container
SR Registry

da Imagem y

Azure loT Edge runtime telemetry

» Azure lot Edge aciona publicagao nos
dispositivos.

Deploy

https://docs.microsoft.com/en-us/azure/iot-edge/quickstart-linux#deploy-a-module
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> Empresa ProXSys
> CP-WS11/4D04DI1 USB RS485
> Alimentacéo em 24Vcc ou 12Vcc
> Duas (02) saidas digitais para RELE

> Quatro (04) entradas digitais a
transistor tipo PNP

> Porta de comunicacédo RS 485

> Porta de comunicacao/gravacao
USB

> Protocolo MODBUS RTU
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Azure loT Hub

—Q_f.xl

AMQP

RTU - USB
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Modbus devices yourkEdgeDevice
module
5 |
Modbus TCP ‘ modbus loT Hub

Devices

telemetryl Tiﬂput - yourkdgeDevice

4 (] ®
Azure loT Edge runtime AMQP k L

https://github.com/Azure/iot-edge-modbus
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— O X
@ Docker Hub x +
&« C Y @& httpsy//hub.docker.com r B \4 mae @ :
2D Apps E?, www.unipi.technolo % Gerenciador de fawc O Programa do J6 » B [ National ICT Austra B PageTemplates —m B Mixim TUTORIAL » Qutros favoritos

Q, Search Dashboard Explore Organizations Create .walten:oan

- & Repositories W Stars (¢ Contributed Private Repositories: Using 0 of 1 Get mare

waltercoan/iotedgemodbus 0 0 >

public STARS PULLS DETALLS




THE
DEVELOPER'S
CONFERENCE

Demonstracao



: THE
Monitoramento real de um CLP @ DEVELOPER'S
CONFERENCE

Antes de habilitar o médulo

@ pi@raspberrypi: ~ — N %
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Microsoft Azure £ Pesquisar recursos, servicos e documentos waltercoan@hotmai
> > iot-univille - loT Edge

iot-univille - 1oT Edge
loT Hub

Add an loT Edge device Add an IoT Edge deployment Refresh
= Propriedades
& Bloqueios ‘ Deploy Azure services and solution-specific code to on-premises devices. Use loT Edge devices to perform compute and analytics tasks on data before it's sent to the cloud.
B Script de automagdo

loT Edge devices
Explorers -

5 Query explorer

1 1oT devices loT Edge devices

L
L

Field Operator
+ = v

+ Add new clause

Automatic Device Management
& |oT Edge

& 10T device configuration

-~ & 8 &

Switch to query editor
Messaging

B Fie upload DEVICE ID 10T EDGE MODULE COUNT

M il
€33ag€ routing iotedgeraspberrypi

Resiliency

Monitoramento

dbr0O @0 &

W Alertas
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- . " @ho
Microsoft Azure Pesquisar recursos, servicos e documentos et eteca o) =
R 9 & = u DIRETGRIO PADRAC Q)

» > > Device details

Device details
iotedgeraspbemypi

Set modules Manage child devices (Preview) Device twin Regenerate keys Refresh

ill devices.net;Devi i id2m9rjDZe3uuq40 +ieYmjZsK5BSjb +Vk=

Connection string (secondary

HostName-=iot-univille.azure-devices.net,Deviceld=i y=/yEgZ102LsjcOfIEOM 1RIOB9Hh/lekV1Wleg2409Yec=

Connect this device to an loT hub @

Edge runtime response @
N/A

Modules

- & & &

‘ Verify that your modules are included in the deployment, and whether your modules have been reported by the device. Click Set modules to change the modules that appear. Each device can host a maximum of 20 modules.

NAME SPECIFIED IN DEPLOYMENT RUNTIME STATUS

$edgeAgent loT Edge System module v Yes running

$edgeHub IoT Edge System module ™ running

0@ 0 &
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Microsoft Azure £ Pesquisar recursos, servios e documentos / waltercoan@hotmail....

»

- & @8

PO @O S

DIRETORIO PADRAO

> > Set modules

Set modules

Set modules

Add Modules
(optional)

‘ You can specify credentials o container registries hosting module images. Listed credentials are used to retrieve modules with a matching URL. The Edge Agent will report eror 500 if it can't find a container registry setting for a module.

Container Registry Settings

An loT Edge module is a Docker container you can deploy to loT Edge devices. It communicates with other modules and sends data to the loT Edge runtime. Using this Ul you can import Azure Service loT Edge modules or specify the settings foran 2
‘ IoT Edge module. Setting modules on each device will be counted towards the quota and throttled based on the loT Hub tier and units. For example, for S1 tier, modules can be set 10 times per second if no other updates are happening in the loT
Hub.

Deployment Modules
== Add

loT Edge Module DESIRED STATUS

Azure Stream Analytics Module

Azure Machine Learning Module
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Microsoft Azure & ) waltercoan@hotmodl....
WALTERCOAN

Set modules loT Edge Custom Modules
Set modules

1 Add Modules
{optonal)

An loT Edge module &5 a Docker container you can deploy 1o o] Edge devices. It communicates with other mex
q import Anxe Service loT Edge modulles o specify the settings for an loT Edge module. Setting modules on eac
the 1oT Hub ber and units. Foe exaenple, for 51 Dier, modules can be set 10 imes per second # no other update:

Deployment Modules
o+ Acd
NawE

No Modules Found
unnieg

- & B 8

»0 ® 0 ¢
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Name: iotedgemodbus

Image URI: waltercoan/iotedgemodbus
Container Create Options:

{
"HostConfig": {
"User": "root",
"Privileged": true,
"Devices": [
{
"PathOnHost": "/dev/ttyACMO",
"PathInContainer": "/dev/ttyACMO",
"CgroupPermissions": "mrw"
}
]
}

}

THE
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CONFERENCE




: THE
Monitoramento real de um CLP @ DEVELOPER'S
CONFERENCE

Module Twin's desired properties:
{
"properties.desired":{
"PublishInterval": "3000",
"SlaveConfigs": {
"Slave@l": {
"SlaveConnection": "/dev/ttyACMO",
"TcpPort": "0",
"RetryCount”: "10",
"RetryInterval"”: "50",
"HwId": "CLP",
"BaudRate": "9600",
"DataBits": "8",
"StopBits": "1",
"Parity": "ODD",
"FlowControl": "NONE",
CONTINUA NO PROXIMO SLIDE!!!
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"Operations”: {
"Opol1": {
"PollingInterval”: "1000",
"UnitId": "1",
"StartAddress": "100002",
"Count": "1",
"DisplayName": "disjuntori"

3
"ope2": {
"PollingInterval": "1000",
"UnitId": "1",
"StartAddress": "100003",
"Count": "1",
"DisplayName": "disjuntor2"
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Microsoft Azure

Set modules "routes": {
2 s "route”: "FROM /messages/* INTO $upstream"”

‘ You can set routes between modules, which gives you the flexbility to send messages where they need to go }

\
"routes™: {
“route”: "FROM /messages/*

®
L
a
=
@
t

b0 @O ¢
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;-'? pi@raspberrypi: ~
root@raspberrypi:/home/pi# docker ps
CONTAINEE ID TMAGE

CEEATED

S5ebc2e3felct waltercoan/iotedgemodbus "dotnet iotedgeMo
dbu..." About a minute ago Up Rbout a minute
iotedgemodbus30
mcr.microsoft.com/azureiotedge-hub:1.0 "/bin/sh -c
go Up 21 minutes 0.0.0.0:443->443/tcp,
671/tcp edgeHub

ebd40d7f5caad mcr.microsoft.com/azureiotedge-agent:1.0 "/bin/sh -c
\"s.." 8 days ago Up 3 hours
edgelhgent
root@raspberrypi:/home/pi# I




Monitoramento real de um CLP

s Device Explorer Twin — ]
Configuration Management Data Messages To Device Call Method on Device

Monitoring

Event Hub:

Device ID: |Ioledgeraspbemypi

Start Time: |1 04/14/201920:39.46 5]
Consumer Group: $Default [] Enable
Monitor Cancel Clear [[] Show system properties
EventHub Data
{"DisplayName""disjuntor2"."Address":"100003"."Value":"1"}]}]}]}]Properties: A

‘content-type": 'application/edge-modbus-json’

14/04/2019 20:40:24> Device: [iotedgeraspberrypi]. Data:[{"PublishTimestamp™:"2019-04-14 23:40:24" "Content"
[{"Hwid""CLP"."Data™[{"Correlationld":"DefaultCorrelationld"."Source Timestamp""2019-04-14 23:40:22" "Values":
[{"DisplayName":"disjuntor1"."Address":"100002"."Value":"1"},
{"DisplayName""disjuntor2","Address":"100003""Value":"1"}]}.

{"Correlationld":"DefaultCorrelationld"."Source Timestamp":"2019-04-14 23:40:23" "Values":
[{"DisplayName":"disjuntor1"."Address":"100002","Value":"1"},
{"DisplayName":"disjuntor2","Address":"100003" "Value":"1"}]}.

{"Correlationld":"DefaultCorrelationld"."Source Timestamp":"2019-04-14 23:40:24" "Values":

[{"DisplayName":"disjuntor1" "Address":"100002","Value":"1"},
{"DisplayName""disjuntor2”,"Address":"100003"."Value":"1"}]}]}]}]Properties:

‘content-type” 'application/edge-modbus-json’

THE
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Tutorial completo

https://www.hackster.io/waltercoan/azure-iot-edge-reading-data-from-plc-
Industrial-iot-ef8214



https://www.hackster.io/waltercoan/azure-iot-edge-reading-data-from-plc-industrial-iot-ef8214
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Modelos de Inteligéncia Artificial
em microcontroladores
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MXCHIP

ARM Cortex-M4 100Mhz
EMW3166 Wifi
STSAFE-A100

VvV VYV

( EMW3166 Wi-Fi Module Hardware Block I

M etwork
1 Processor

IJ F L connector

3.3V Input
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Azure loT Starter Kit (AZ3166)

https://microsoft.github.io/azure-iot-developer-kit/

Microphone Headphone |R Micro USB
EMW3166 F
£ Power LED
8
5 ® 3.3V DC-DC
:
i
E Reset Key
E . Link LED
] g - .
Audio Codec E g b DAP Link
| oo ®
OLED 128x64 «_ [ 2o Co.BEOI
EEN EN KN KN £B i CEEN KN D EN
User Key A 2 E User Key B
Wi-Fi LED
- [~
RGEB LED wi-Fi [ == Azure LED
RGB LED Azure[Fo =1 User LED
User [Br= =8
Magnetometer Pressure Humidity &
3 . PRI :I,_g; Temperature
Se_arity ) Motion ) Humidity & Jemperaturc Sensor
Security IC Connecting Finger Pressure Sensor

Motion Sensor Magnetometer Sensor




Azure loT Starter Kit (AZ3166)

https://www.seeedstudio.com/AZ3166-I0T-Developer-Kit.html
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Home ; Wireless & loT / loTKits / AZ3166 10T Developer Kit

L=l

AZ3166 10T Developer Kit

SKU 102990944

6 _Reviews

Smart, wifi, all in one, mxchip, az3166, Microsoft,
emw3166, Arduino, wireless

$3900 10+ $35.10

80+ In Stock

= 1 + CN Warehouse

Add to Cart

) AZ3166 IOT Developer Kit - Seec X + gl &
¢« C O ( & httpsy//www.seeedstudio.com/AZ3166-I0T-Developer-Kit.html * B WYy moeoeBEO ©
#: Apps & wwwunipitechnolo.. ¢ Gerenciadordefav.. @ ProgramadoJ6»B.. [) National ICT Austra.. (B Mixim TUTORIAL (] PageTemplates — mi. » Outros favoritos
usD
\\( )) §$§gg Shop Fusion PCB/PCBA Community What are you looking for? Q Signin B

- Contact Support |
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Azure loT Starter Kit (AZ3166)

File Edit

@ EXTENSIONS o0

Search Extensions in Mark...

Selection

4 ENABLED 18

4 Arduino 0225
? Arduino for Visual Studio C...
Microsoft fo3

Azure Account 082
A common Sign-In and Su...
Microsoft fo3

Azure Functions 0.160
An Azure Functions extensi...
Microsoft fo3

Azure loT Device Wo... 026
Integrated environment to ..
Microsoft fo3
4 RECOMMENDED 4

4 C++ Intellisense 0.22

C/C++ Intellisense with the...
austin Install

4 phpcs 1.05
PHP CodeSniffer for Visual ..
loannis Kappas Install

4 PHP Debug 1.13.0

Debug support for PHP wit...
Felix Becker Install
4 PHP Intelephense 1.0.13
1 » pisaBLeD 0

@0A0 PRun

View Go Debug Terminal

4 Upload ¥ Download
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Extension: Azure loT Device Workbench - mxchipML (Workspace) - Visual Studio Code

£ Bxtension: Azure loT Device Workbench %

device.ino

o
o\

Details

Azure loT Device Workbench
Microsoft | & 47990 | % % % K%

Integrated environment to enable easy development on loT prototype devices (e.g. MXChip loT DevKit, teXXm...

Repository License

Disabley  Uninstall

Contributions Changelog Dependencies

Azure loT Device Workbench PreVieW for Visual Studio Code

chat on gitter build 'passing

Welcome to Azure loT Device Workbench Pre¥ieW for Visual Studio Code! The Azure loT Device Workbench extension makes it easy to code,

build, deploy and debug your loT project with multiple Azure services and popular loT development boards .

Prerequisites

Awiiea IAT Navvica WWiarbhanshk aimae 4 ciimnart minilinla namilar IAT Aavalanssant bhasrdes and Lite It sureanths cimmarks fallauins TAT harduseas

PROBLEMS ~ OUTP JEBUG CONSOLE  TERMINAL 2: Pycom Console v + 0 @ A~ x

Connecting to COM3...
> Failed to connect (Error: Port is not open). Click here to try again.

iZ All commands <Select Programmer>  deviceino MXCHIP AZ3166 4 COM7 @ A1
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https://github.com/loTDevEnvExamples/DevKitKeywordSpotter/blob/master/README.md

= a X
O DevKitKeywordSpotter/README X +
CcC @ GitHub, Inc. [US] | https://github.com/loTDevEnvExamples/DevKitKeywordSpotter/bloby.. *x) P WY moeEQ e
#: Apps &8 wwwunipitechnolo.. ¥ Gerenciadordefav.. @ ProgramadoJ6»B.. [J National ICT Austra... Mixim TUTORIAL » Outros favoritos

321 lines (249 sloc) 15.6 KB Raw | Blame History [J & @

Keyword Spotting on loT DevKit with ELL

In this tutorial, you learn how to do some simple voice recognition locally on your loT DevKit without using a cloud service.
It records your voice, detects what you said from a fixed list of 30 keywords, and shows the result on the DevKit screen.

You can watch the following video to have a deep understanding of what it does.

Running Al on tiny
loT device with ELL
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Embedded Learning Library

https://microsoft.github.io/ELL/

B® The Embedded Learning Library X 4 - o S
< > C O [ & https//microsoft.github.io/ELL/ * ) w v lin I I & | 9 :

i Apps @ www.unipi.technolo... Y Gerenciador de fav... Q Programado J6 »B.. [ National ICT Austra.. [BJ Mixim TUTORIAL » Outros favoritos

Embedded Learning Library
UE<fll- 3

The Embedded Learning Library (ELL) allows you to design and deploy intelligent machine-learned models onto resource
constrained platforms and small single-board computers, like Raspberry Pi, Arduino, and micro:bit. The deployed models run
locally, without requiring a network connection and without relying on servers in the cloud. ELL is an early preview of the
embedded Al and machine learning technologies developed at Microsoft Research.

We built ELL for makers, technology enthusiasts, students, entrepreneurs, and developers who aspire to build intelligent
devices and Al-powered gadgets. Our tools, our code, and all of the other resources available on this website are free for
anyone to adapt and use (for details, see licensing below). Just keep in mind that ELL is a work in progress and that we
expect it change rapidly, including breaking API changes.

ELL is a software library and an accompanying set of software tools, written in modern C++, with an optional interface in
Python. Download ELL from our GitHub repository, either as a zip file, or with the following command:

git clone https://github.com/Microsoft/ELL.git

While the goal of ELL is to deploy software onto resource constrained platforms and small single-board computers, most of

the interaction with ELL occurs on a laptop or desktop computer (Windows, Ubuntu Linux, or macOS). Technically, you can

think of ELL as a cross-compiler for embedded intelligence - the compiler itself runs on your laptop or desktop computer and

the machine code that it generates runs on your single-board computer. ¥

DEVELOPER'S
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Converter o Usar o
arquivo Compilar o LLVM para Criar o Rodar o
ONNX para arquivo ELL compilar projeto para modelo no
WEESS ekl fgrliln:l‘;(o o formato para bitcode bitcode para MCU MCU
ELL assembler

Exportar
Criar o seu Treinar o para o
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https://www.hackster.io/waltercoan/machine-learning-model-running-on-azure-iot-starter-kit-f9608b
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aka.ms/loTShow aka.ms/loTSchool
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= Microsof

Microsoft Professional Program for Internet of
Things (loT)

Learn the skills necessary to start or progress a career working on a team that implements loT solutions.

8 |8—60|8

REQUIRED COURSES HOURS PER COURSE SKILLS

Enroll Now >

Technologies you will use to gain your skills

https://academy.microsoft.com/en-us/professional-program/tracks/internet-of-thin



https://academy.microsoft.com/en-us/professional-program/tracks/internet-of-things/
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