Faca as pazes com seu CISO

Mas nao deixe a seguranca te atrapalhar
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“Ate 2022, mais de 75% das organizacoes
globais estarao rodando aplicacoes
conteinerizadas em producao”

Gartner, Best Practices for Running Containers and Kubernetes in Production
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O mundo ideal orquestrado e Seguro:
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[ Tempo de vida: ~2,5 dias ]
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Container é seguro por que sim

® Micro-Servico: Propdsito UNICO
® Um container é imutavel
® Curtajanela de exposicao

® Decomposicao de Problemas




Shift-Left

Informacoes sensiveis
Credencial Hard-Coded

® Desenvolvimento Seguro
a\/ ® Analise de Cddigo
/ ® Scan de Vulnerabilidades
D ot ® Garantia de boas praticas
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Segredo - AUTOMACAO!
i’* Cesar Gimenes

@crgimenes

Errar € humano, propagar o erro
por todos os servidores de forma
automatica € DevOps D
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Patching Continuo - AUTOMAcZ\o
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Free tools

@ Trivy

Image vulnerability scanner

Scan images for known vulnerabilities
SO Packages and App Dependencies
Works within Cl tools

B github.com/aquasecurity/trivy

WA aqua

&y MicroScanner

Image vulnerability scanner
Allows developers to scan their Docker build for
vulnerabilities
Plug-in available for Jenkins

https://github.com/aqguasecurity/microscanner



https://github.com/aquasecurity/microscanner
https://github.com/aquasecurity/trivy

Open Source Scanners

A4 &

kube-bench kube-hunter
CIS benchmark for K8S K8S penetration-testing
®  Scans Kubernetes nodes against the CIS W Tests K8s clusters against known attack vectors,
benchmark checks both remote and internal

B github.com/aquasecurity/kube-hunter

B github.com/aquasecurity/kube-bench



https://github.com/aquasecurity/kube-bench
https://github.com/aquasecurity/kube-hunter
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e Gartner Referéncias

» Top 10 Security Projects for 2019
e https://www.gartner.com/en/conferences/emea/security-risk-management-uk/why-attend/gartner-insights/top-10-
security-projects-2019

» Best Practices for Running Containers and Kubernetes in Production
e https://info.aquasec.com/gartner-kubernetes-best-practices

® Securosis

» The Complete Guide to Enterprise Container Security
e https://info.aquasec.com/securosis-assembling-container-security-program

® Aqua
» GDPR Paper
e https://info.aquasec.com/gdpr-compliance-guide-for-containers
» OnDemand Webinar - Why Developer Culture is Bypassing Traditional Security Methods
e https://info.aquasec.com/devsecops-agility-security
» Liz Rice’s Talk - Orchestration — Security Threat or Opportunity?
e https://www.youtube.com/watch?v=rc1sifwBVKs&t=1016s

» Aqua Open Source Projects — Kube-Hunter, Trivy & Kube-Bench
e https://www.aguasec.com/products/open-source-projects/



https://www.gartner.com/en/conferences/emea/security-risk-management-uk/why-attend/gartner-insights/top-10-security-projects-2019
https://info.aquasec.com/gartner-kubernetes-best-practices
https://info.aquasec.com/securosis-assembling-container-security-program
https://info.aquasec.com/gdpr-compliance-guide-for-containers
https://info.aquasec.com/devsecops-agility-security
https://www.youtube.com/watch%3Fv=rc1sifwBVKs&t=1016s
https://www.aquasec.com/products/open-source-projects/
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