<

THE DEVELOPER’S
CONFERENCE

Descomplicando o desenvolvimento de solucoes de loT
com a meta plataforma KNoT

Joao Neto

Engenheiro de Software - CESAR
Mestrando em Ciéncia da Computacao - CIn UFPE

THE DEVELOPER'S
CONFERENCE



KNOT

A FRAMEWORK FOR IOT INTEROPERABILITY

CCCCC



C.e. .S A R



[

Private innovation center
that creates products,
services and business
using information and

communication
technologies (ICT).
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|dentify, potentialize and
realize opportunities for

transformation of
organizations and
people's lives



WHY ISN'T IT EASY TO CONNECT
YOUR THINGS TO THE INTERNET?
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WHAT IS THE INTERNET
OF THINGS?
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WHAT IS THE INTERNET OF THINGS?

Embed cONnectivity,

sensors and actuators for

sharing data across
multiple devices to add more
value.
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WHY EVERY ONE IS LOOKING AT I0T?

INCREMENTAL REVENUE EXCEEDING
20 BILLION 500 MiLLIoN IN2020 § 7
CONNECTED I
DEVICES BY 2020 26 BILLION |uil
D _] - UNITS INSTALLED IN 2020
— (NEARLY 30-FOLD GROWTH)
AGGREGATE BUSINESS TOTAL REVENUE
BENEFITS WORTH $7.3 TRILLION
IN2017, UP FROM
$7.3 TRILLION $4.8 TRILLION
upTOo « . = IN2020 IN2012

$19 TRILLION OFECONOMICYALUE BY 2022
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WHY ISN'T IT EASY TO CONNECT YOU THINGS TO THE INTERNET?

Every "thing" has its specific
connectivity needs:

» communication range
» baud rate

» power consumption

» cost
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WHY ISN'T IT EASY TO CONNECT YOU THINGS TO THE INTERNET?

...and this leads to many protocols
and protocol stacks

» physical layer
» data link and network layer
» transport layer
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THERE IS NO STANDARD YET

“It is very difficult to have a unique
standard for IoT as we have for the WWW,
with HTML and browsers. The THINGS in IoT
are so different and the applications as

diverse that many standards and protocols
will coexist.”
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IT GENERATES A PROBLEM
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APPLICATIONS (VERTICALS)
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PLATFORMS (HORIZONTALS)

SOFTWARE SECURITY CONNECTIVITY
FULL STACK MIDDLEWARE V' Symantec - THALES =~
: gemalto Foescosr [l [IETRINR® /| ALi=n Y sigfox GyloT @ os: o PP
Predix @ ptc memereximacen SEGEE W () sentinel MOC AN, Bitdefender . # Particle # ARTIK
, ol ’ o hythm tiel Jasper SiverSpring - s,
WAVE o Orbital Insight Qf,‘. ZEBRA < c=logRhythm j cloudera i ‘%kﬁﬁ B ‘
E7 Leonardo () BOSCH N DRAGCS  Fz:RTINET ) o lunk o walyn
- § Ayla Networks prodea %?sparkcognltion [,' il inside, siennn 2 UGENU . senet splunk> @ sumologic /jmaetworks resin.io < NEURA
5 software* re[ayr ERICSSON e roRo ek : ineeess ctility o s . . . £ POy
' escartes _— ~ cubic clecor Eijstrato iguazio “striim ; iot
. PubNub @ peseen » G T’EMPEREDO Jeubiciclecon 4 FILAMENT SENSORO W Wig 3 ygﬁm&ﬁ .‘(?( . T‘ESEEL somsung
ofero @ MAANA  @oNUX Pt oty Bastill ) Indegy G B Hologram VENIAM ARKESSA ) SEOEAGLEVIEW @ SensorCloud - ? Ws
. . . & astilie Nwrie = N
< Kontokeiolys TN # BSQUARE  geego4 saverone : X o kaszineylc MEZMG Networks (D influxdatd kx E logtrust P siteWhere tnethings -0 opentAB
@ CLEARBLADE ATIZON Xpoopiopo QUD vanevons IONIC  ESEYPE o e ) , OO LosaNT [nimbits} 8
y . CyberFlow ) SILVAIR KORE %Cifrenl ® machineshop R = > F .
o OTIVE [ETTT rthingsquare CyberFlow @ svooan ©- SECURI Gassbeam  1/MESCALE carfiots S wacchina. -
Telit TEMBOO™ (EUROTECH S o g o i ; - =
wisiLicA  electric imp L) TR OWASP WVL@%J% neb O'EE}![’]@C @aeris < SENTENAI ’%ﬂutmg tempo automation™ ‘

BUILDING BLOCKS
INFRASTRUCTURE CONNECTIVITY

CLoun

PROTOCOLS

(i@ Quacomn  TOSHIBA s _gn;lonne\-% Atmel A'm f,%A @LG SIEMENS

RESS @EEDEL‘HH[DHHU[[W (‘JCROSSBAR @men\ouw; o }{

& €SPR

) Google Cloud Platform  ¥#*amazon  Microsoft Azure
webservices”

e MARTIK
@“" coud  FT¥Cloud Platform

@5 ObBuetooth @zigbee \/ LoRa NB-IoT &IMQTT

Somwues 7 SRt

N % MBus piwly F&] FHrEAD

MART . EDX o0s [ CoAP RuBee, golewa

EDGE COMPUTING

Azure [oT Edge T’ Leonardo FOGEER
EDGEXFOUNDRY

i A3\ NATIONAL . 3 LN 1)
X ﬁg‘ﬁmgms Honeywell E @ BOSCH [JANOQS ﬂnmumms Atmel tibelitm Ve\SF{e,
fsikick (Juale vatenGeit wemis> serAFy Ftuoax | 8 monNiT KY7 @dialog

)SENSYS Motionloft [ SST. HISAFECAST

“networks

2G 3G 4G 5G LTE 6LoWPAN LPWAN LWM2M LTE-M V2X

HPE Edgeline loT Systems

M2M
inte) _#H ) Je ¥ras  Atmel
i ' Octopart  Sejarue £ XLNX NG xemiru  TITech MOBILE 0S (ntel/ #ZFS  sroancow FREEWAVE  isiigns

RaspberryPi

08 @] Essential @ Ficocom SIEMENS Quacomw Laird, llul.

mororoLA

[Brillol Homekit
. » = HH lomeKi ;i i .
= CPi Y WiTricity  ©ihumavox oSssio Ambient0s  [=ills] “z*BlackBerry satilFy altair  EnOcean  remdta.it



HOW TO MITIGATE THIS COMPLEXITY?

Software platforms

—
-

SoMeshblu carriots’

xivel
oy Logen y Cloud services to exchange data

across devices
@) FIWARE
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HOW TO MITIGATE THIS COMPLEXITY?

Hardware platforms %,

freescglg

AImE electrlc imp
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Wireless microcontrollers RaspberruPS' AM s
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Applications have its
own protocols..

I BT Qe
..and they didn't talk to
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What are we doing?



KNoT

KNoT Network of Things
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AVISO AOS PASSAGEIROS

ANTES DE ENTRAR NO
ELEVADOR, VERIFIQUE SE O
MESMO ENCONTRA-SE PARADO

NESTE ANDAR.

LEI ESTADUAL N° 9502/97

We are NOt creating One
more IoT platform! \ V‘
~



KNoT

KNoT Network of Things

meta plataform for IoT

bridging the gap between existing platforms
made on top of them



IoT platforms

software
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IoT platforms

software
%‘ M es h b I u Ca |'|'T0t$® @ x“!glly (D) the thing system

AllJoyn.
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IoT platforms

software

SeMeshblu carriots’ Q@ xively

AllJoyn.

b . t b t S S
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KNoT

KNoT Network of Things

open source, hardware
and software.

EEEEEEEEEEEEE
EEEEEEEEEE



KNoT

KNoT Network of Things

multi protocol

for the physical (multi radios), data link, network and
transport layers

To address all communication needs. & .
=
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KNoT

KNoT Network of Things

end to end

from the device to the app, crossing radios, gateways
and cloud services.
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KNoT

KNoT Network of Things

data sharing by space and time

“to share the data only on monday, from 2pm to 3pm.”

<9 —
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KNoT

KNoT Network of Things

semantic data model

applications will know the data type of each other.
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KNoT

KNoT Network of Things

distributed cloud

a distributed system can handle billions of devices.
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KNoT

KNoT Network of Things

low cost

the maximum cost of cheapest device will be $5.

<9 —
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KNoT

KNoT Network of Things

easy to use

the developer only needs to implement 3 functions to
have a device connected to the internet.

& >
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KNoT

KNoT Network of Things

Why are we doing 1it?
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Construction of applied knowledge

The group's researches turns into
experiments in Observatories,

enabling CESAR to apply the

knowledge acquired in loT
projects.

& <>
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Integrate many platforms into a unique one

=

%Meshblu carr ots’

= ARM
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AllJoyn.

- KNoT

KNoT Network of Things

@) FIWARE

It allows Interoperability across platforms and across data
from many devices.

& >

THE DEVELOPER’S
CONFERENCE ce s AR



More agility in developing loT projects

A KNoT Lamp can be simple like this:

1. Get a KNoT device core schematic and customize it
by adding a lamp actuator.

2. Write 3 functions on KNoT pOS that define your
lamp behaviour.

3. Write a mobile app using KNoT Cloud libraries to
interact with the lamp.

& >
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BUILDING AN 10T SOLUTION
WITH KNOT

CCCCC



ARCHITECTURE

LN

PAN a5
i BT
Devices Utl Devices
2 ¢ O
o Cloud
: Service 1
P e >
LP WAN
Devices H
v v
M Multi - Radio :
Gateway v
i‘L A Fog PIITRN
Cloud

Service 2

,I;ns\fl?es E <
o 9599

@@ .

DEVICE

DEVICE
MANAGER

PANRADIO

SERVICE GATEWAY PROCESSOR
MANAGER CONFIG
KNoT PROTO STORAGE  APP

HALSS protocoL | POWER  RADIO

KNoT LINUX

e |

A

ANALYTICS BROKER
ENGINE SERVICE

STORAGE

THE DEVELOPER’S
CONFERENCE

P

cC.e.S.A.R



BUILDING AN 10T SOLUTION

.
e

device

app




BUILDING AN 10T SOLUTION




BUILDING AN 10T SOLUTION

device

app

Specific (solution) code

platform

Common (platform) code
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BUILDING AN 10T SOLUTION

device app

gateway [«——| cloud

& &<
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BUILDING AN 10T SOLUTION

device app Specific (solution) code
KNoT Thing KNoTLib | KNoT platform code
KNoT KNoT
«—>
gateway cloud

@
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BUILDING AN 10T SOLUTION

device app

KNoT
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Specific (solution) code

KNoT platform code

LIB
KNoTThing
engine
ANDROID JS

HAESSS proTOCOL

GATEWAY
MESSAGE
ANALYTICS BROKER

DEVICE
FOG PAN RADIO AR

e PROCESSOR
ENGINE SERVICE

LPWAN

MANAGER
SERVICE
MANAGER CONFIG
PROTO STORAGE APP RADIO
Ao STORAGE

KNoT LINUX

MESH POWER

V7
vy
9
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COMPONENTS - KNOT THING

manages sensors
and actuators

multiple hardware
configurations for
uC, power and radio

KNoT
HAL PROTOCOL POWER RADIO

hardware interface
and abstraction

= —-—-— - - - —— -y
| I p—— i ———

protocol state machine

protocol messages 0> <>
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COMPONENTS - KNOT GATEWAY

connects to all radio cloud instance web app for

daemons and creates deployed on gateway setup

a bridge to the fog gateway and config

: GATEWAY
manages devices

from one radio.
one daemon for
each radio interface.

DEVICE
MANAGER

SERVICE GATEWAY

MANAGER CONFIG
PROTO STORAGE APP

hardware interface
and abstraction. *

KNoT LINUX

o

buildroot based linux distribution

PAN RADIO

LPWAN
RADIO

MESH
RADIO

ARM

PROCESSOR

POWER
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COMPONENTS - KNOT CLOUD

currently supporting KNoT Cloud and FIWARE.
planning to integrate with AWS loT and Google

Cloud.

planning to integrate
in the future

o ———————— 1
| |
1 CLOUD :
1 1
1 1
1 1
. :
! MESSAGE |
-l ANALYTICS BROKER )
QI ENGINE  sepvice !
1 1
1 1
: STORAGE :
1

L J

non-relational
database

0
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COMPONENTS - KNOT LIB

libraries that abstract the cloud
services. it is used to develop
applications. currently
implemented for JavaScript and
Android. 10S under
development.

@Q (=
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HOW EASY IS IT?
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WHAT ARE WE BUILDING?

device app
KNoT Thing KNoT Lib
KNoT KNoT
D EE—
gateway cloud

& &<
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WHAT ARE WE BUILDING?

device app j

KNoT Thing KNoT Lib
KNoT KNoT
D EE—
gateway cloud

& &<
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KNOT THING SPECIFICATION

nRF52840 Dongle

- System on Chip

- BLE

- Thread

- ZigBee
(802.15.4)

& <>
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KNOT THING SPECIFICATION

Software Stack

Application Ié;

KNoT

 §
v

Zephyr M

A
\ 4

nRF52840 Dongle

- System on Chip

- BLE

- Thread

- ZigBee
(802.15.4)

OPENTHREAD

released by Google

— —

802.15.4 radio

& <>
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KNOT THING SDK: CREATING AN APPLICATION

API Similar to Arduino

o000

void setup(void);
void loop(void);

<9 —
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KNOT THING SDK: CREATING AN APPLICATION

Virtual representation of sensors/actuators

struct knot_proxy knot_proxy_register(u8_t id, const char *name,
ul6_t type_id, u8_t value_type,
u8_t unit, knot_callback_t changed_cb,
knot_callback_t pool ch);

Example: registering a LED

knot_proxy_register(0, "LED", KNOT_TYPE_ID_SWITCH,
KNOT_VALUE_TYPE_BOOL, KNOT_UNIT_NOT_APPLICABLE,
write_led, NULL);

& >
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KNOT THING SDK: CREATING AN APPLICATION

Define when sending events to cloud

bool knot_proxy_set_config(u8_t id, ...);

Example: when data item has changed

knot_proxy_set_config(®, KNOT_EVT_FLAG_CHANGE, NULL);

;

& >
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KNOT THING SDK: STRUCTURE

Branch: master v | zephyr-knot-sdk / apps / toggle / src / toggle.c

https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

& >
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

KNOT THING SDK: TOGGLE APPLICATION

L IO N

//imports...
#define TOGGLE_PORT LED1_GPIO_CONTROLLER /* General GPIO Controller */
#define TOGGLE_PIN LED1_GPIO_PIN /* User LED */

LOG_MODULE_REGISTER(toggle, LOG_LEVEL_DBG);

bool toggle true; /* Tracked value */
struct device gpio_led; /* GPIO device */

void write_led(struct knot_proxy proxy)

{
knot_proxy_value_get_basic(proxy, toggle);
LOG_INF( , toggle);

gpio_pin_write(gpio_led, TOGGLE_PIN, toggle); /* Led is On at LOW */

<9 —
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

KNOT THING SDK: TOGGLE APPLICATION

//imports...
#define TOGGLE_PORT LED1_GPIO_CONTROLLER /* General GPIO Controller */
#define TOGGLE_PIN LED1_GPIO_PIN /* User LED */

LOG_MODULE_REGISTER(toggle, LOG_LEVEL_DBG);

bool toggle true; /* Tracked value */
struct device gpio_led; /* GPIO device */

Function to get the current
void write_led(struct knot_proxy proxy)

{
* knot_proxy_value_get_basic(proxy, toggle);

LOG_INF( L L , toggle);

value of data item

gpio_pin_write(gpio_led, TOGGLE_PIN, toggle); /* Led is On at LOW */

<9 —
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

KNOT THING SDK: TOGGLE APPLICATION

//imports...
#define TOGGLE_PORT LED1_GPIO_CONTROLLER /* General GPIO Controller */
#define TOGGLE_PIN LED1_GPIO_PIN /* User LED */

LOG_MODULE_REGISTER(toggle, LOG_LEVEL_DBG);

bool toggle true; /* Tracked value */
struct device gpio_led; /* GPIO device */

Function to get the current
void write_led(struct knot_proxy proxy)

{
* knot_proxy_value_get_basic(proxy, toggle);

LOG_INF( L L , toggle);

value of data item

gpio_pin_write(gpio_led, TOGGLE_PIN, toggle); /* Led is On at LOW */
¥

P

Write value to GPIO
‘/{Q (=
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

KNOT THING SDK: TOGGLE APPLICATION

00
void setup(void)
{
/* Peripherals control */
gpio_led device_get_binding(TOGGLE_PORT);
gpio_pin_configure(gpio_led, TOGGLE_PIN, GPIO_DIR_OUT);
/* KNoT config */
knot_proxy_register(0, "LED", KNOT_TYPE_ID_SWITCH,
KNOT_VALUE_TYPE_BOOL, KNOT_UNIT_NOT_APPLICABLE,
write_led, NULL);
knot_proxy_set_config(®, KNOT_EVT_FLAG_CHANGE, NULL);
}
void loop(void)
{
}

<9 —
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

KNOT THING SDK: TOGGLE APPLICATION

[ JON
void setup(void)
{
/* Peripherals control */
gpio_led device_get_binding(TOGGLE_PORT);
gpio_pin_configure(gpio_led, TOGGLE_PIN, GPIO_DIR_OUT);
/* KNoT config */
knot_proxy_register(0, "LED", KNOT_TYPE_ID_SWITCH,
) KNOT_VALUE_TYPE_BOOL, KNOT_UNIT_NOT_APPLICABLE,
Register the led with write_led, NULL);
the write function knot_proxy_set_config(0, KNOT_EVT_FLAG_CHANGE, NULL);
}
void loop(void)
{
}

& >
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https://github.com/CESARBR/zephyr-knot-sdk/blob/master/apps/toggle/src/toggle.c

FLASHING THE KNOT THING APP

1. git clone https://github.com/cesarbr/zephyr—-knot-sdk

2. docker build —--tag=knot-zephyr-sdk .

3. docker run -ti -v $(pwd)/:/workdir cesarbr/knot-zephyr-sdk: latest
4. container> $ knot make -b dongle

5. container> $ knot export /workdir/output

6. container> $ knot make -b dongle —flash
(if Linux)

docker

ca nRF Connect

& >
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KNOT GATEWAY SPECIFICATION

Raspberry Pi 3 B

NCP (Network Co-Processor)
BLE

Thread

- ZigBee (802.15.4)

& >

THE DEVELOPER’S
CONFERENCE c.e s AR



KNOT GATEWAY INTERFACE

i KNoT Gateway X

& - C G knot99.local or ‘ [+]
KNoT Gateway 3%, KNoT Gateway Devices  Network  Administration  Sign Out
| knot99@knot.com ‘ My devices

P

— e
Sign in

Online

LED: true

=1

Nearby devices

No nearby devices found.

& >
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KNOT CLOUD SPECIFICATION

Core Components Libraries
. Authenticator
—> :
Authenticator |« Library [ —
. "%
_ Protocol : WebSocket KNoT
Ul = |Message Dispatcher [@—|  Adapter ~+P Library | Cloud [et:ioeen Applications
WebSocket g SDK
* Storage
—»| Data Storage |« Library < ——
Message Webhook
h 4 !
Non-relational . :
Database i loT Device




CONNECTING AN APPLICATION TO THE CLOUD

KNoT Cloud SDK for JavaScript (oficial):

https://github.com/CESARBR/knot-cloud-sdk-js

KNoT Cloud SDK for Go (under development):

https://github.com/joacaneto/knot-cloud-sdk-go
KNoT Cloud SDK for Java (under development):

https://github.com/joacaneto/knot-cloud-sdk-java

0
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https://github.com/CESARBR/knot-cloud-sdk-js
https://github.com/joaoaneto/knot-cloud-sdk-go
https://github.com/joaoaneto/knot-cloud-sdk-java

CONNECTING AN APPLICATION TO THE CLOUD

L J KNoT Cloud x  +

< C @ https://www.knot.cloud/signin o ¥ G

KNoT Cloud x 4+

C ¢+ @ https://www.knot.cloud
KNoT Cloud

tdc@tdecom j;% KNoT Cloud Gateways

Signin TDC Gateway

Sign up Forgot Password?

& >

THE DEVELOPER’S
CONFERENCE c.e s AR



CONNECTING AN APPLICATION TO THE CLOUD

o0 e KNoT Cloud X+

< C {0 @ https://www.knot.cloud * © 0

KNoT Cloud Gateways Sign Out

[ JON ) KNoT Cloud X 4+

C ¥ @ https://www.knot.cloud

g KNoT Cloud Gateways

TDC Application

isThingManager

false

& <>
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CONNECTING AN APPLICATION TO THE CLOUD

KNoT Cloud

C (¢ @& https://www.knot.cloud

X

J8,  KNoTCloud

TDC Application

isThingManager

false

~h

+

Gateways

“type":

"metadata": {
"name" :

3,

"knot": {

"isThingManager":

nid":
b

"token":

false,

0
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CONNECTING AN APPLICATION TO THE CLOUD

Import SDK and create a WebSocket client instance

const { Client } = require(

const client = new Client({

hostname:

protocol:

port: 443,

id: '1 C 2 APP ID

token: '-: 34a643de2b3 25( 52€30192dc95"', APP TOKEN
});

<9 —
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CONNECTING AN APPLICATION TO THE CLOUD

Connect to cloud and set device’s sensor 0 value to true

const data = [

{
sensorId: 0,
value: true

e
I3

client.on( , () {
client.setData( , data);
B8

client.on( > () {
client.close();

s

client.connect();

& >
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Human Resources

EDUCATIONAL EFFORTS

MESTRADO v  EXTENSAO v
aspects in basic, technical,

and higher education of the
Brazilian work-force for
working in the several

sectors that involves loT
solutions.

ESPECIALIZAGAO v

SCHOOL v GRADUAGAO v

e
ASCES ({J) UNITA

UNIVERSIDADE %@& CENTRO UNIVERSITARIO TABOSA DE ALMEIDA e
UFAM

DE PERNAMBUCO
UFRN
THE DEVELOPER'S
CONFERENCE

c.e.S. A.R

e EsScoOLA |,
¥ POLITECNICA

‘Centro B ;
de Informatica
. i DA USP 0
UFR]J

U-F-P-E

https://www.cesar.school/index.php/pos-em-iot-internet-of-things/



STANDARDIZATION AND INTERNATIONALIZATION EFFORTS

» CESAR: Architectural reference models of
devices for loT applications

Bl » MCTIC+ANATEL: Framework for Internet of
things ecosystem master plan

» USP+MACKENZIE + UNESP: Framework
and capabilities for smart livestock farming
based on Internet of things







0BRIGADO!

Joao Neto| jasn@cesar.org.br

www.knot.cesar.org.br
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